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DATA RECORDS LOST OR STOLEN SINCE 2013
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O N LY of breaches were and the stolen data was rendered useless.

DATA RECORDS ARE LOST OR STOLEN AT THE FOLLOWING FREQUENCY

EVERY DAY EVERY HOUR EVERY MINUTE EVERY SECOND

PMSYMPOSIUM.UMD.EDU

Source: https://breachlevelindex.com/
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DATA BREACHES

DETECTION AND INCIDENT RESPONSE
DATA RECORDS LOST OR STOLEN IN FIRST SIX MONTHS OF 2015

Data Records Lost/Stolen by Industry

66 pAYs

The average time needed to
fully contain a data breach
in 2017

0,
(?o?/er/:ment 5%

0, Retail Other
34% Education | 13,262,016 <1%
Healthcare 15,708,330 RECORDS
84,426,026 Technology RECORDS
1 9 1 L 37,493,525

D A Y S RECORDS

The average length of time
it takes for organizations
to identify a data breach

77%
of 2,800 IT professionals in a survey said .ﬂ
their organizations do not have a formal

cybersecurity incident response plan Financial
683,133

Source: http://info.nutmegtech.com/hubfs/data-

Source: https://smallbiztrends.com/2018/09/data-breach- breaches-2015.jpg
Statistics.htm| ~57 % 2 The number of records stolen in
A .
EUROPE the first half of 2018 reached an
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.“;";‘,a"’g"’““éim.n‘d., 339 astonishing 4,553,172,708, an
Sogh-1_ Spuln-1 2355, % increase of 133 percent over the
- Malta - 1 Ukraine - 1 o .
§ kel (Y T T — first half of 2017 according to a
= 7 INCIDENTS 332 INCIDENTS report from Gemalto. (Softpedia
E‘ 3 lJn::)l:r:jg NowZnLln:l-z NeWS) _
=2 ﬂb Hong Kong - 4 -
S — o " https://news.softpedia.com/news/4-5-
- 3 INCIDENTS billion-records-stolen-in-data-breaches-in-
= the-first-six-months-of-2018-523174.shtml
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Cloud Computing

* Moving computing resources out on the
Internet.

* Implementing virtual servers

* Sharing data from multiple locations

* Storing and accessing applications and
over the internet instead of local device

T Reliability and Security ISSUGS | ‘ .‘ ' | VMware vSphere

Private Public
Clouds Clouds

PMSYMPOSIUM.UMD.EDU
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NIST Definition of Cloud Computing

* “Model for enabling ubiquitous, convenient, on-
demand network access to a shared pool of
configurable resources that can be rapidly
provisioned and released with minimal management
effort or service provider interaction.”

AT e ——

http://csrc.nist.gov/publications/nistpubs/800-145/SP800-145.pdf

PMSYMPOSIUM.UMD.EDU
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Cloud Characteristics

* On-Demand Self-Service
— Process Agility

 Broad Network Access
— High Availability

* Resource Pooling
* Rapid Elasticity

e Measured Service

PMSYMPOSIUM.UMD.EDU
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SaaS - Software as

a Service

" SaaS Network
Capability provided to the consumer to use provider’s application & é/ ~
running on a cloud infrastructure

PaaS — Plataform as a

Service -
Capability provided to the consumer to deploy onto the cloud | Platformas a Service |
infrastructure consumer-created or acquired applications created seany sote |
using programming languages, libraries, services, and tools \ /
supported by the provider. e || vouns

laaS — Infrastructure

as a Service "

Capability provided to the consumer to provision processing, ; Fal
storage, networks, and fundamental computing resources.
Consumer does not manage the infrastructure but has control over

Bandwidth

Load

PMSYMPOSIUM.UMD.EDU
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uArY . - MIGRATION

£
Design, implement and manage the master data management
landscape and oversee data governance compliance. B4 - Uy M
e

SaaS - Security as Wi

punp TEAam

APPLICATION

BLANALYTICS
™

SECURITY FPRODUCTION
TEST BACKUP SUPPORT

a Service

A third party is contracted to oversee overall network perimeter and monitor for security.
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Benefits and Risks of Handling Data over the Cloud

Benefits (Clarke, 2010) Risks (Clarke, 2010)
— Availability e Accountability
— Service Reliability and * Legal compliance
Integrity

e Auditing limitations

— Cost Benefits associated « Compromised, lost or stolen data

with contracting remote

resources « Data leaks

— Data availability at all times « System downtime from external
and in any place resources

— Lower costs associated with * Project Data is part of the

UMD.EDU

infrastructure management Enterprise History
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Business and Project Management Control Strategy

* Have in place a corporate-aligned technology resources management strategies
— Cloud Data Management

* Compliance with local and international laws and requirements
— Accountability — Service Level Agreement (SLA)

* Protection of intellectual property — compliance evaluation
— Service Level Agreement (SLA)
* Aligning access controls to business or institutional needs

* Sound judgment when publishing sensitive data
— Data Encryption

PMSYMPOSIUM.UMD.EDU
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Business and Project Management Control Strategy

* Data protection before emailing

— Passwords and Data Encryption

* Implement and manage a robust password structure
— Two-Point Authentication

— Three Point Authentication
* Have a backup and recovery strategy

* Use pdf-secured, passwords or digital certificates (https) when transmitting files
over the cloud

PMSYMPOSIUM.UMD.EDU
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DATA GOVERNANCE FOR ENTERPRISE
DATA SECURITY
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Big Data Landscape 2016
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Data Governance Model

PMSYMPOSIUM.UMD.EDU

Compliance

Technology
and
Infrastructu
re

Data
Governance

Policy and
Standards

UMD Project Management Symposium
May 7-8, 2020 Slide 17

Privacy and
Security

Communica
tions and
Awareness

Data Matters!

Data is Power!
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» Big Data installations with
structured (DBMS) and
unstructured (emails,
multimedia) data stored
locally and remotely via
cloud services presents
management challenges to
manage a data centric
control structure

|

|

Data (Structured, Unstructured,
Communications

PMSYMPOSIUM.UMD.EDU
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+ Problem * Risk
— Inconsistent, exposed data — Unusable data
— Files or records removed without — Corrupted datasets
proper logging authorization and — Damaged files
logging

— Lose customer trust on data
— Lost data throught new

deployments, transitions or
migrations

— Change in ownership

IUM.UMD.EDU
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Supporting Security and Decision Making

* Business value is dependent Top E\;ej\i/cstiisve
on quality of data, visibility Mgmt.
and accessibility

* |Information must be correct,
complete, detailed, and
integrated to effectively
support operations and
decision making.

Descriptive
Analysis
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Data/Information Lifecycle
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Information Lifecycle Management

Create — Data Capture, Data Entry, Input Controls — Due Care

Store — Databases, Files — Management Policies, Data Retention

Use — Processed through processes and workflow

Share — Used and transformed across applications and
organizational units

Archive — Dispose —Catalog and send data to secondary storage to
free up storage space. Automated or non-automated removal of
expired data
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What is Data Governance?

* Set of management activities that organizes, implement and manage
a set of structured policies, standards and procedures for effective
use of the organization’s structured and unstructured data.

— A sound data governance program includes a governance council, similar to
the security steering committee

* Entails policies, standards, procedures, tools and techniques, quality
measures, roles, responsibilities and accountability, plus oversee data
management operations across the information lifecycle to ensure
lean data integrity, availability and confidentiality (CIA) triad.
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Data, Information, Knowledge Management

* Knowledge Management 1s defined by DAMA Intl. (2009) as
the “Discipline that fosters organizational learning and the
management of intellectual capital as an enterprise resource”.

— Organizations that recognize the value of data can take concrete,
proactive steps to increase the quality of data as a valued asset of an
enterprise.

QBRI EEHET Organization
al al Maturity
Knowledge

24
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The DAMA® Body of Knowledge®

= Enterprise Data Modeling
= Value Chain Analysis
» Related Data Architecture

= Specification
= Analysis

= Measurement
= Improvement

Data

= Analysis
= Data Modeling
= Database Design
= Implementation

= Architecture F ) = Acquisition
= Integration : = Recovery
= Control Meta Data Databas = Tuning
= Delivery ] Operat = Retention
Data = Purging
Governance
Document & Content data Security
= Standards

= Acquisition & Storage 3 s <
S e e B oo
7l v areh Refere : -

= Retrieval & E ; : Authentication

- Retention ilﬂ = Auditing

Management
- = External Codes
- fr:\c;:m::um = Internal Codes
= Training & Support = Customer Data

= Monitoring & Tuning . gli’zgur::stic?:t:gmt

’ 2007 Copyright by DAMA International

Data Management International Organization (www.dama.org)
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Pillars of Data Governance

Data Leadership

Data Quality
Data Security
Master Data
Management
Standards &
Compliance

el - acchitectre [

|

PMSYMPOSIUM.UMD.EDU
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The DAMA® Body of Knowledge®

* Data Governance — Planning, supervision, and control over data
management and use.

* Data Architecture Management — Defining the blueprint for
managing data assets.

* Data Development- Analysis, design, implementation, testing,
deployment, maintenance.

* Data Operations Management- Providing support from data
acquisition to disposition.
— Protection — encryption
— Media destruction- degaussing, low level formatting, drilling, shredding
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The DAMA® Body of Knowledge®

* Data Security — Ensuring privacy, confidentiality, access levels.
Involves systems, appliances & processes to protect data and
database from intentional or unintentional damage.

* Data Quality Management — Defining, monitoring, and improving
quality, correctness and integrity of data.

* Master Data Management — Definitions and safeguards of critical
data repositories.

* Meta Data Management- Provides information on the i1dentification,
data attributes, business and technical definitions of data repositories
and data sets.
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Master Data Management

 Master Data Management
\ , (MDM) is a comprehensive
strategy to determine and
build a single, accurate and
authoritative source of truth
of a company’s information
assets and deliver this on
demand as a service.

PMSYMPOSIUM.UMD.EDU
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Pillars of Master Data Management

Vision [:/ Governance
Master Data
Management —— Data Governance Board
Objectives ) J
Organizational Scope Roles & Responsibilities
/ 1 :
Y
Executive Sponsorship L Sl::::‘r;s:lp |
1 : /
> Standards & Definitions |
s
> Survivorship Rules :
s
*»|  Duplicates by Design
'y

-

Performance /Quality
Metrics

J
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Process Q System
Extract Data from
Process Design > == J
5 -
v v
SOP’'s Run matching strategies J
v ) ‘
Data Cleansing &
Enrichment
o A4
Match & merge
Identify Data > R
Sources J P
Data Analysis &
Profiling Create Gold Copy
v ’ ’
1
Data Enrichment
P S Send data to ERP
. ¥
1
){ Supplier Consolidation J J 1
Change request
> workflows
r 4
r 1
Centralized Supplier Y
Maintenance Reporting &
Measurement

1

Source: http://www.hicxsolutions.com/master-data-management/supplier-master-data-governance-part-2-2/
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« Metadata management is
the oversight of data

o associated with data assets

to ensure that information
can be integrated, accessed,

e shared, linked, analyzed and

= maintained to best effect

across an organization.

Metadata

PMSYMPOSIUM.UMD.EDU
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Taxonomy: the relationship and importance of risk analysis
for information security is stated and justified.

The taxonomy of operational cyber-risks looks to identify,
organize, and classify all resources and sources of data and
processes that the cyber-risk function must assess and
manage—from people issues; hardware-software failures;
gaps, faults, or holes in organizational processes; inventory
of processes, databases, and applications running as part of
the operation or service chain; and external events or
activities.

In data management, taxonomy represents all the data
elements or attributes, and their characteristics and
relations within a domain (Knight, 2017).

Enterprise
Risk

v

Risk J ' Financial

IT-related Risk — Cloud and Mobile Solutions Data Management

Data Taxonomy

Employees
Social Engineering
Identity/Access Management
Insider Risk (Malicious and Negligent)

Technology

"Public Facing" Presence

Customer Interaction Points <t——|
Social Media <t

Corporate Marketing Points <<——

Physical Infrastructure
Building Automation <t

Strategic

Opersational Technology < r N
Physicsl Security Devices ¢ Threat
IT Infrastructure |nte||igence
Software/Applications <t—| \ ,
Hardware/Devices << T
—

Internet of Things (loT) <

Supply Chain
Suppliers
"As-a-Service" Vendors
Partners

Unauthorized
Access
Data Leakage
Data Theft

Exploit
Distribution

Targeted Operations
Global Campaigns

Fraud/Threat
Activity
Dark Web Markets <€

Cybercriminal Markets
Open Source €

|

- e e == ==

[ Functional |
Teams
Incident Response Teams/Defenders
Risk Management Teams

i

Intelligence Analyst Teams

Planning & Direction <%
Coliection <% O

Processing ¢

Analysis & Production<%
Dissemination <%
Consumption & Feedback <%

|’ Analyst Core | <
| Competencies |

Critical Thinking
Computing Fundamentals
Information Security
Technical Exploitation
Communication & Collaboration
Data Collection & Examination

People
&
(Threat Intel ‘ Process ’
Process)

Y
)‘Operational—)

—
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Collection

Open Source
CTI Vendor
Dark Web
ISAO/NSACs

Threat
Vulnerability
Impact

Time Horizon: Far

Consumer: C-Suite

Attack Surface: Geographical/Physical

Decision Points: Driven by Org. Strategy

Interrogatives: Who, Why, Where? (Proactive)

Kill Chain: Motivation/Decision to Act
Determine Objectives

Collection

—
[—» Open Source
» CTI Vendor
‘ Dark Web
> ISAQ/NSACs
Evaluation

Q» Operating Environment Evaluation
’ » Adversary Evaluation

——» Course of Action Determination

Focus
[

Time Horizon: Near

» Consumer: Executive Management/CIO/CISO
[~ Attack Surface: Personal/Logical

» Decision Points: Driven by Risk-Based Allocation
‘ Interrogatives: When, Where, How? (Proactive)

» Kill Chain: Avenues of Approach

Acquire Capabilities
|—l> Develop Access

Collection

Endpoint Monitoring

Log Correlation

Forensic Evidence

Web Traffic

NetFlow/Network Monitoring
Boundary Defense Capabilities
CTI Feed (External Vendor)

Sharing
STIX

TAXI
TLP

Focus

Time Horizon: Immediate
Consumer: Incident Response Teams/Defenders
Attack Surface: Logical/Devices
Decision Points: Driven by Operational Need
Interrogatives: How. What? (Reactive)
Kill Chain: Implement Actions

Assess Status

L!> Restrike
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Data Governance Council — Security Steering Committee

Data Governance Steering Committee
Data Governance Leads by BU
Data Stewards by BU

Data Governance

*  Data Quality *  Data Privacy | *+ DataDefinition
Data Completeness Data Freshness Data Privileges Data Dictionary
Data Integrity Data Load Data Auditability Metrics / KPI

Frequency Data Security Data Processes

Data Redundancy Data Compliance Master Data

SLA Data Owners Meta Data
Source Systems

Source: https://ww.securestate.com/services/steering-committee-meetings

PMSYMPOSIUM.UMD.EDU



https://www.securestate.com/services/steering-committee-meetings

SERSIT),
2 o

. i PROJECT MANAGEMENT UMD Project Management Symposium
CENTER FOR EXCELLENCE May 7-8, 2020 Slide 34

AJ. CLARX SCHOOE OF

4,50V
TRYLAS i
Civil & Evissumental Engincering Departmest

Data Governance Council — Security Steering Committee

STEERING COMMITTEE MEETINGS

Compliance Security Manage ment Change Programme
CHARTER SCHEDULE Committee Committee Committee

{

* EXPECTATIONS * MONTHLY * AGENDA * OUTSTANDING {

& POWERS * FLEXIBLE * BUDGET ITEMS -
* DIRECTION AMOUNT OF * INTELLECTUAL * RESEARCH D ata Gove rnance CO uncl I
* MEMBERS TIME LEADERSHIP ;:;Eevcl‘?lgi

* RESCHEDULE Chief Information Officer

Source: Head of Operations ;:igmﬁ: IT Security Manager

https://www.securestate.com/services/

Steel’ing-committGE-mEEtingS Head of Marketing Data Quality Manager Head of Compliance
Head of Finance Enterprise Data Architect Lead Data Steward (s)

Data Quality Master & Reference Data Warehouse & || Data Architecture | Data Security & Value orRisk
Management Data Management Bl Management Management Privacy Initiatives & Projects
31

Source:https://www.google.com/search?q=security+steering+committee&sou
rce=Inms&tbm=isch&sa=X&sqi=2&ved=
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Steps for Starting a Data Governance Program

* (et top management support
* Set clear goals, purpose and objectives

* Include only domains or governance levels
needed based on company size and number of
transactions

* Top down/ bottom up approach = design data
governance SOP’s form top level, but implement
them at operational level

* Request Feedback
 Communication
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Maturity Model

Data Governance Maturity Model

Resource & Technology Dynamic
Investments
4 Rationalized faacass
transformation and
' Process and more integrated
I‘ Standardized procedure compliance efforts
Improvement
Established policies Formal training and
Basic and procedures Formal training and compliance metrics
| , ;
Immature policies o compliance metrics
Formal training Fully automated and
and procedures
and awareness Reduced reliance on integrated controls
d by IT
Lack of training Minimal technology FRATING ConiTon e o L4

and awareness

Limited technology
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Template Basics

* Install template fonts (Univers)

* Use template layouts

* When pasting content, use destination formatting / text only
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Dos and Don’ts

PRESENTATION BEST PRACTICES
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Do...

* Practice!
e Stay < 18-20 min to allow for Q&As
* Stick to template styles

e Cite all sources
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Don’t use

* Inconsistent styles
* Cramped or low resolution content
* Poor English

e Misinformation

o)
a
o
a
=
=
=
=
)
o
o
=
>
2]
=
o




SERSIT,

:é@;‘; PRO]ECT MANAGEMENT UMD Project Management Symposium
KR CENTER FOR EXCELLENCE May 7-8, 2020 Slide 45

Givil & Evviomaseatel Engincering Depariment

Questions?

Contact Kathleen Frankle
kfrankle@umd.edu
301-405-8271
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